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Abstract

The popularity of ubiquitous Web access requires run-
time adaptations of the Web contents. A significant trend
in these content adaptation services is the growing amount
of personalization required by users. Personalized services
are and will be a key feature for the success of the ubiqui-
tous Web, but they open two critical issues: performance
and profile management. Issues related to the performance
of adaptation services are typically addressed by highly
distributed architectures with a large number of nodes lo-
cated closer to user. On the other hand, the management of
user profile must take into account the nature of these data
that may contain sensitive information, such as geographic
position, navigation history and personal preferences that
should be kept private.

In this paper, we investigate the impact that a correct
profile management has on distributed infrastructures that
provide content adaptation services for ubiquitous Web ac-
cess. In particular, we propose and compare two scalable
solutions of adaptation services deployed on the nodes of a
two-level topology. We study, through real prototypes, the
performance and the constraints that characterize the pro-
posed architectures.

1 Introduction

Ubiquitous access and content personalization are driv-
ing the Web towards a new dimension of interesting features
and related issues that must be addressed by the underlying
infrastructure. The conjunction ofubiquitous Web access
andWeb personalizationallows the content providers to of-
fer adaptation services that tailor Web resources to the user
preferences and to the capabilities of their client devices.
On the other hand, providing Web access for a plethora of

heterogeneous and mobile client devices requires on-the-
fly content adaptation services, because a pre-generation of
formats for any combination of devices and network pro-
tocols is simply unfeasible. Moreover, providing personal-
ized value-added services implies an accurate management
of profiles that may contain sensitive information about user
preferences. Preserving the confidentiality of the user pro-
file is and will be a key issue for the success of the ubiqui-
tous Web.

Performance and privacy issues have been addressed
separately even by the recent literature (e.g., [2, 4] for per-
formance and [5, 7] for privacy), while we claim that the
design of efficient architectures for Web adaptation services
should be related to the solutions for a correct management
of the user profiles. As the adaptation services must ac-
cess the user profile information, their location has a mu-
tual influence on both efficiency and security goals. In a
centralized system that provides content adaptation and de-
livery, there is no problem about where to store user pro-
file information. On the other hand, the best choice about
the various alternatives is unclear when we consider a dis-
tributed infrastructure for providing ubiquitous Web ac-
cess and personalization services that is intermediate be-
tween the clients and the content providers. Most con-
tent adaptation services require computationally expensive
tasks, hence much interest of the research community has
been focused on high performance architectures that are
able of guaranteeing efficient and scalable adaptation ser-
vices. Different highly distributed architectures [6] have
recently emerged as a valid solution to efficiently provide
content adaptation services for the ubiquitous Web access.
To improve the performance of the offered services by di-
minishing the response time experienced by the users, many
intermediate architectures, such as CDNs, propose the use
of server nodes located close to the clients (that is, on the
network edge).



A correct management of the user profiles is a complex
task when we consider highly distributed architectures. The
need for high performance combined with the necessity of
guaranteeing an high security standard for sensitive profile
information often results in a trade-off between distributed
and centralized approaches. This trade-off is even more crit-
ical in a system that updates user profile information in a
dynamic way, but this problem is out of the scope of this
paper.

The main contribution of this paper is to propose and
compare two distributed architectures that aim to combine
solutions for performance and privacy. The architectures
provide content adaptation services for the ubiquitous Web
access by following two different approaches for the user
profile management. Both architectures refer to a model
where an intermediary provider of adaptation services is in-
terposed between the clients and the content providers. The
proposed architectures are based on a two-level topology
that distinguishes between a limited number of powerful,
well-connected and trustedinternalnodes and a large num-
ber of simpleredgenodes located close to the clients [2].
The first architecture, namelyinternal oriented, places ev-
ery content adaptation service on the internal nodes, while
the second architecture (namelyinternal-edge oriented) al-
lows the distribution of content adaptation operations over
multiple nodes. Both architectures are designed to provide
an adequate level of privacy in the management of user pro-
files. We evaluate the performance of both architectures
through real prototypes. From our analysis, we can con-
clude that theinternal-edge orientedarchitecture is the best
choice when a large fraction of the profiles does not contain
information that are considered sensitive by the users. On
the other hand, if the trend towards highly personalized ser-
vices and the consequent amount of sensitive information
will continue to grow, then theinternal orientedarchitec-
ture seems the best alternative for the future.

The remainder of this paper is organized as follows. Sec-
tion 3 discusses the main issues related to the mapping of
adaptation services over the nodes of a two-level topology.
Section 4 and 5 describe theinternal orientedandinternal-
edge orientedarchitectures, respectively. Section 6 eval-
uates the performance of the two proposed architectures.
Section 7 discusses some related work and Section 8 con-
tains some concluding remarks.

2 Adaptation services

The termadaptation serviceis used to define a plethora
of services that range from simple data compression to
semantic-aware handling of contents; moreover, basic ser-
vices may be combined to provide more effective ubiqui-
tous Web access. In this paper, we focus onpersonalized
adaptation services that need some personal information

for the generation of the resource to be delivered. There
are several ways to transfer information about user prefer-
ences. For example, it may be explicitly communicated by
the user through a fill-in form, or by the client device to-
gether with the request (e.g., by means of cookies or HTTP
headers). Alternatively, this information may be inferredby
the present and/or past user behavior. In other instances, the
system infrastructure may get user information from addi-
tional techniques, as in the case of location-based services.
For complex adaptation services, it is considered unpracti-
cal to require the client to communicate all user profile in-
formation to the system along with every request. The most
common approach is to provide only a small user identifier
(e.g., a UserID cookie) and to use this information to re-
trieve the user profile that has been previously stored in the
infrastructure for adaptation and delivery.

In this paper, we consider two main categories of per-
sonalized adaptation services, depending on whether or not
the services require sensitive information contained in the
user profile. Examples of adaptation services that typically
do not require any sensitive information include virus scan-
ning, that can use just a flag for enabling/disabling the ser-
vice, and resource transcoding, usually based on the client
device capabilities more than on the user preferences. On
the other hand, services such as location-based personal-
ization, adaptation to the user navigation style or adapta-
tion to the user interests usually require profile information
that are considered confidential by the large majority of the
users. We should also consider that a modern intermediary-
based infrastructure for content adaptation must be able to
handle complex adaptation services provided by dynamic
composition of basic services. The composition of different
adaptation services requires the adoption of standard inter-
faces to represent user profile information and adaptation
services. In the implementations of our solutions, we adopt
the technologies that emerged as a standard for Web ser-
vices [14, 8]. For example, we rely on XML to describe the
interfaces of adaptation services and the information com-
posing the user profile.

3 Two-level topology

Throughout this paper we consider a distributed infras-
tructure for adaptation and delivery that is based on a two-
level topology where the server nodes are classifies asedge
andinternal nodes (Figure 1). The edge level is character-
ized by a large amount of nodes (shown as boxes drawn with
a thin line in the figure), that are located close to the network
edge. This means that edge nodes are usually placed in the
points of presence of ISPs with the goal of limiting the net-
work delays in the response time of a client request. Using
a set of front-end nodes closer to the clients is already a
common choice for letting mobile clients to access to Web
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Figure 1. Two-level topology for adaptation
and delivery.

based services. It seems then worthy to investigate the con-
venience of adding novel functionalities to the edge nodes
in addition to Internet access and caching.

The internal level of the distributed infrastructure con-
sists of a smaller number of powerful nodes (thick boxes in
Figure 1). To limit communication costs especially with
the edge nodes, internal server nodes are placed inwell
connectedlocations, which means in Autonomous Systems
with a high peering degree. In previous papers, we have
demonstrated that a two-level topology guarantees better
performance than flat or hierarchical architectures because
it allows us to preserve client access locality and provide
good load sharing [2, 6]. Moreover, the reduced number of
replicas of internal nodes (in the reality, one or two order of
magnitude lower than the number of edge nodes) allows us
to simplify many system management issues.

Here, we are interested in how to manage user pro-
files in a distributed architecture for ubiquitous Web access.
We have two main dimensions in the problem of handling
user profiles. First, we must consider the heterogeneity of
the content adaptation services: some services are based
on sensitive user information that impose privacy require-
ments, while other adaptation services do not involve sen-
sitive information. Second, we must consider the security
level of the architecture nodes: it is unfeasible to guaran-
tee a high level of security for every node in a distributed
system that may contain up to thousands of servers.

If we refer to the two-level topology for adaptation and
delivery (Figure 1), we can easily conclude that the edge
nodes are not suitable for storing sensitive profile informa-
tion for two reasons: first, their high degree of replication
may cause data inconsistency problems; second, the user
profile privacy cannot be guaranteed when the related files

are spread among the nodes of thousands of ISP points of
presence around the world. On the other hand, the limited
number and the close position of the internal nodes reduce
the risk of data inconsistency, simplify server management
and improve security.

From the previous considerations, we can conclude that
the type of information necessary to the personalization ser-
vices and the security level of the server nodes offer impor-
tant limit to the feasible locations of the user profiles among
the nodes of the intermediate infrastructure. Consequently,
limitations about the locations of the user profiles have di-
rect effects on possible mapping of content adaptation ser-
vices over the nodes of the infrastructure, simply because
personalization services requiring access to sensitive infor-
mation cannot reside on remote nodes that do not guarantee
high security standards.

In the following sections we propose two main alterna-
tives for mapping content adaptation services over a two-
level topology:internal orientedarchitecture andinternal-
edge orientedarchitecture.

4 Internal-oriented architecture

The internal orientedarchitecture for ubiquitous Web
access is a conservative alternative where the internal nodes
carry out all personalization services, while the edge nodes
act as simple gateways. The motivation behind this choice
comes from the observation that, in a two-level topology,
only the internal nodes guarantee an adequate security level
for the management of sensitive information that may be
contained in the user profiles. As theinternal orientedar-
chitecture does not distribute user profile information to the
untrusted edge nodes, they cannot execute any adaptation
service.

In this architecture, we assume that each user is managed
by one internal node, hence each internal node stores a set
of unique versions of user profiles that are necessary for per-
sonalization services. The information of each user profile
is considered as an atomic set of data that can not be frag-
mented. The user profiles are mapped on the internal nodes
through an hash functionH(x), that receives a (unique)
user ID and returns an internal node identifierk = H(ID),
wherek ∈ [1, . . . , n], andn is the number of internal nodes
of the two-level topology. Our experience with MD5-like
hash functions demonstrates thatH(x) provides a fair load
sharing of the users among the internal nodes.

The edge nodes act as gateways that are responsible for
the identification of the internal node that owns the user
profile necessary for the content personalization. To this
purpose, they implement the sameH(x) function. For the
simplicity of the provided tasks, the edge nodes can be
lightweight systems, with reduced computational and stor-
age capabilities. A consequence of this architectural choice
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Figure 2. Request service in the internal ori-
entedarchitecture

is that we can spread a very large number of edge nodes
around the points of presence of the ISPs.

On the other hand, any internal node can provide all per-
sonalization services, hence the amount of computational
power that may be required to each of them is really high.
For performance and availability reasons, we prefer to as-
sume that each logical internal node actually consists of a
cluster of physical nodes. A Web cluster is a common ar-
chitecture for high performance Web-based systems. It is
composed by two or more server nodes that are distributed
over a local area network, and by a front-end Web switch
that masks the node replication. For major details, the inter-
ested reader can refer to [3].

Figure 2 illustrates the steps for serving a Web resource
through theinternal orientedarchitecture. When the edge
node receives the client request (step 1), it extracts the user
ID and applies the hash functionH(x) to identify the inter-
nal node that owns the user profile. The request is forwarded
to the selected internal node to perform adaptation (step 2).
After the internal node has fetched the Web page (HTML
container and embedded objects) from the content provider
server (step 3), it carries out all necessary personalization
services on the basis of the user profile information (step
4). Finally, the adapted resources are sent to the edge node
(step 5), and then delivered to the client (step 6).

5 Internal-edge oriented architecture

The internal-edge orientedarchitecture relaxes the con-
straints of theinternal orientedarchitecture by distributing
adaptation services over both internal and edge nodes. In
particular, it preserves the privacy of sensitive information
of the user profiles by placing personalization services that

require sensitive information only on the trusted internal
nodes. Content adaptation services not requiring sensitive
information, such as resource transcoding or virus scanning,
are carried out on the edge nodes. The goal is to improve
user perceived performance through a twofold action: to
distribute adaptation services on two nodes and to move
some services closer to the clients. This choice for map-
ping the adaptation services has also another motivation:
the “less personalized” content has more probability to be
useful for other users, hence edge nodes can exploit caching
services and save on costs of onerous adaptation operations,
such as image/video transcoding.

The internal-edge orientedarchitecture choices have an
important impact on the design of the infrastructure: unlike
theinternal orientedarchitecture, now powerful servers are
required for both internal and edge nodes.

Even more important, theinternal-edge orientedarchi-
tecture needs a more sophisticated management of the user
profiles. Indeed, it is necessary to introduce some mecha-
nisms for copying and distributing parts of a user profile to
the edge node that has been contacted by the client. The
profile information is classified in two parts:sensitiveand
impersonalinformation. The classification is done by de-
fault, but each user has the possibility of choosing the right
set of permission parameters for himself. The user choice
influences the adaptation services that can be carried out by
the edge nodes (that is, those requiring just impersonal in-
formation) and the personalization services that must run on
the internal nodes because they require sensitive data.

We now present our solution to the problem of making
available to an edge node the decision about which services
it has to provide to a user request and also the fragments
of the user profile that are necessary for the adaptation ser-
vices. We should also recall that a user request for a Web
resource typically consists of the base HTML file (the so
called, container) and multiple embedded objects.

From the observation that each internal node manages
a set of complete user profiles and the related differentia-
tion between sensitive and impersonal information, it seems
convenient to let the internal nodes to take all decisions
about the choices for adaptation, and to communicate to the
edge nodes both the decisions and the information they need
to carry out their adaptation service. The decision is driven
by the classification of the user profile information, and is
communicated to the edge nodes through the response for
the HTML container. Even the user profile information that
is necessary to the edge node is piggybacked on this re-
sponse for the first file.

We describe the details of this mechanisms through the
Figure 3 that shows in separate images the operations re-
lated to the base HTML container and to the embedded ob-
jects. To avoid complications in this figure, we do not rep-
resent the operations due to possible caching of the content
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Figure 3. Request service in the internal-edge orientedarchitecture

at the internal or edge nodes. We will return on caching
mechanisms and their effect at the end of this section. The
first request issued by a client for accessing a Web resource
is the request for the HTML container, which is described
in Figure 3(a). The request is sent by the client to the edge
node (step 1), that forwards the request to the internal node
owning the user profile. The node identification is done
through the hash function described in Section 4 (step 2).
The selected internal node fetches the HTML page from the
content provider server (steps 3 and 4) and, if necessary,
carries out content adaptation (step 5). Then, the internal
node considers the Web objects embedded within that page
and the classification of the user profile information. From
this analysis, the internal node can decide which objects can
be adapted by the edge node and which must be adapted
by itself. When the HTML container is sent back to the
edge (step 6) and then to the client (step 7), the user pro-
file information that is required for content adaptation at the
edge node is piggybacked in the response. The sequence
of the steps for managing requests that need personalization
based on sensitive information is described in Figure 3(b).
The request service is similar to the case of processing the
HTML container, with the only difference that no additional
information is piggybacked in the internal-to-edge response
(step 6). The case of content adaptation not requiring sen-
sitive information is described in Figure 3(c): the client re-
quest is received by the edge node (step 1) which fetches the
Web object directly from the content provider server (steps
2 and 3). Since the user profile information has been al-
ready copied on the edge node, the content adaptation is
carried out immediately on the edge node (step 4) before
sending the adapted resource back to the client (step 5).

Introducing a resource caching service on the edge nodes
may alter the sequences of steps for servicing a request with

respect to the operations shown in Figure 3(c): at the ar-
rival of a client request, a cache lookup is carried out; in
the case of cache hit, the fetch operation becomes unnec-
essary, with a consequent performance gain. This mech-
anism allows further improvements when already adapted
resources are found in the cache. The performance ben-
efits due to caching in the context of ubiquitous Web are
well known in literature [2], however caching cannot be ap-
plied to every content adaptation service. We adopt caching
only for impersonal adaptation services because of privacy
problems related to results achieved through sensitive infor-
mation. Moreover, highly personalized resources lead to an
explosion of the working set size, as suggested in [2], with
a consequent reduction of the effectiveness of caching. In
other words, the cache hit rate is reduced by the large space
of personalization parameters.

6 Experimental results

To evaluate the performance of theinternal orientedand
internal-edge orientedarchitectures for ubiquitous Web ac-
cess we implemented two prototypes based on the popular
Apache Web server version 2.0. The profile management
software is written in Perl and is processed by the Web
server using themodperl module. This choice allows us to
combine the flexibility of an high level programming lan-
guage with the efficiency of an Apache module that can in-
teract with the Web server internals. The user profiles are
stored as XML files that are accessed through the profile
management software layer.

To exercise our prototypes, we use a workload model
based on traces collected from a real Web site. HTML re-
sources contain embedded objects ranging from a minimum
of 2 to a maximum of 18, with a mean value of 10. The



Figure 4. 90-percentile of the page response
time

mean size of a single embedded object is 8.5 KB. The ser-
vice times of the content adaptation services are character-
ized by heavy-tailed distributions, with 140 and 350 ms for
median and 90-percentile, respectively. We assume that the
time of an adaptation service does not change if the service
is performed on an edge or an internal node.

For our experiments, we set up a system with client
nodes running the load generatorhttperf [9]. The two-
level infrastructure consists of 4 logical internal nodes (each
composed of 2 server nodes) and 8 edge nodes that are
equipped with our prototypes. Another node hosts the Web
server with the original Web resources. The client and the
nodes of the two-level infrastructure are connected through
a fast Ethernet network, while the Web server is placed in a
remote location. The clients issue requests for 3000 pages
(and related embedded objects) that reach the edge nodes
at the rate of 5 pages per second. The client requests are
evenly distributed among all edge nodes.

We compare the performance of theinternal orientedar-
chitecture with that of theinternal-edge orientedarchitec-
ture. For theinternal-edge orientedarchitecture we con-
sider two scenarios that are denoted by the amount of con-
tent adaptation carried out on the edge nodes. We call the
two scenarios 70%-30% and 50%-50%, that indicate that
30% and 50% of the adaptation services are provided by
the edge nodes, respectively.

Figure 4 shows the 90-percentile of the page response
time for the three cases. The 70%-30%internal-edge ori-
ented architecture achieves a performance gain close to
20% with respect to theinternal orientedarchitecture. The
main motivation for this result is due to the possibility of
using two server nodes in parallel in theinternal-edge ori-
entedarchitecture. Passing from the 70%-30% to the 50%-
50% scenario allows a further, although more limited (close
to 5%) performance improvement.
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From these results we can conclude that theinternal-
edge orientedarchitecture is preferable when we have a sig-
nificant amount of adaptation services which do not require
sensitive information. However, theinternal-edge oriented
architecture requires a more sophisticated management of
user profiles. We carried out some preliminary experiments,
on the profile management overhead in theinternal-edge
orientedand internal orientedarchitectures. We evaluate
the time required by user profile access for increasing re-
quest rates, without considering the cost of the actual con-
tent adaptation service. Figure 5 shows the 90-percentile of
profile access time for the two architectures. Both architec-
tures are scalable as shown by the profile management time
that remains almost constant for the request rate increasing
by more than on order of magnitude. The most interesting
result of the overhead evaluation is that the cost of profile
distribution on the edge nodes in theinternal-edge oriented
architecture is nearly on order of magnitude higher if com-
pared to the access to a locally available user profile (as in
the case of theinternal orientedarchitecture). This cost is
mainly due to the XML parsing and processing of profile
information occurring before the information transfer from
the internal to the edge node.

Due to these considerations, it may be interesting to eval-
uate the opportunity for caching the profile fragments not
containing sensitive information on the edge nodes of the
two-level topology, instead of piggybacking the information
to the edge node for every client request.

7 Related work

The ubiquitous Web access has been recognized in lit-
erature as a fundamental challenge [15, 12]. Multiple pro-
posals for content adaptation services are present in litera-
ture, both in the field of simple Web content transcoding [4]
and in the case of more complex pervasive computing ap-
plications [11, 1]. However, such studies focus mainly on
the heterogeneity of client devices, without taking into ac-



count the issues related to the privacy of sensitive informa-
tion contained in the user profiles. A noteworthy exam-
ple of these proposals is a peer-to-peer content adaptation
system [13], called Tuxedo, which allows ubiquitous Web
access providing both personalization and transcoding ser-
vices, but the study does not evaluate in deep detail the is-
sues arising from the distribution of sensitive information
among untrustworthy nodes.

The importance of providing privacy in the user pro-
file management has been pointed out recently in litera-
ture [5, 7]. The need of taking into account privacy guar-
antees in the design of scalable distributed architecturesis
confirmed by P3P (Platform for Privacy Preferences) [10],
a W3C proposal that suggests a mechanism for Web sites
to encode their privacy policies in a standardized format
that can be easily retrieved and interpreted by user agents.
However, these studies are more tailored to a server-side
approach for the generation of personalized Web content
rather than to the intermediary-based model for Web con-
tent adaptation considered in this paper.

8 Conclusions

The design of efficient architectures providing person-
alized adaptation services has to address the issues of han-
dling sensitive information that may be contained in the user
profiles.

The proposed architectures, namelyinternal oriented
andinternal-edge oriented, follow two opposite approaches
to map content adaptation services over the nodes of a
two-level topology. Theinternal orientedarchitecture car-
ries out content adaptation on the internal nodes, while
the internal-edge orientedarchitecture moves adaptation
services not requiring sensitive information over the edge
nodes of the distributed infrastructure. Both architectures
provide a high level of privacy in the management of sensi-
tive information contained in the user profiles and are highly
scalable.

The message that emerges from our analysis is that the
internal-edge orientedarchitecture is preferred when a large
fraction of the profiles does not contain sensitive informa-
tion. On the other hand, theinternal orientedarchitecture
seems the best alternative for the future if the trend towards
personalized services continues to grow.
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